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1 Background 

1.1 The General Data Protection Regulation (GDPR) came into force in May 2018. This Regulation 
applies to the processing of personal data wholly or partly by automated means and to the 
processing other than by automated means of personal data which form part of a filing system 
or are intended to form part of a filing system. It supersedes the 1998 Data Protection Act 
(DPA). 
 

1.2 Personal data’ means any information relating to an identified or identifiable natural person 
(‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, 
in particular by reference to an identifier such as a name, an identification number, location 
data, an online identifier or to one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that natural person.   
 

1.3 ASAS collects and uses personal data about staff, children, parents and other individuals who 
come into contact with the charity. This information is gathered in order to enable it to provide 
care, support and other associated functions. In addition, there may be a legal requirement to 
collect and use information to ensure that the charity complies with its statutory obligations.  
 

1.4 This policy is intended to ensure that personal information is dealt with legally and securely.  It 
will apply to information regardless of the way it is collected, used, recorded, stored and 
destroyed, and irrespective of whether it is held in paper files or electronically. 
 

1.5 We have written a Privacy Notice which gives brief clear information about how we handle 
data. 
 

2 Principles 

2.1 The data protection principles, as set out in the DPA, remain but they have been condensed into 

six as opposed to eight principles. Article 5 of the GDPR states that personal data must be: 

 

2.2 1. Processed fairly, lawfully and in a transparent manner in relation to the data subject. 

2. Collected for specified, explicit and legitimate purposes and not further processed for other 

purposes incompatible with those purposes. 

3. Adequate, relevant and limited to what is necessary in relation to the purposes for which data 

is processed. 

4. Accurate and, where necessary, kept up to date. 
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5. Kept in a form that permits identification of data subjects for no longer than is necessary for 

the purposes for which the personal data is processed. 

6. Processed in a way that ensures appropriate security of the personal data including 
protection against unauthorised or unlawful processing and against accidental loss, destruction 
or damage, using appropriate technical or organisational measures. 
 

2.3 ASAS is committed to maintaining the principles at all times. This means that ASAS will:  

• Inform Data Subjects why they need their personal information, how they will use it and 
with whom it may be shared. This is known as a Privacy Notice.  

• check the quality and accuracy of the information held.  

• apply the records management policies and procedures to ensure that information is not 
held longer than is necessary  

• ensure that when information is authorised for disposal it is done appropriately  

• ensure appropriate security measures are in place to safeguard personal information 
whether that is held in paper files or on a computer system  

• only share personal information with others when it is necessary and legally appropriate 
to do so  

• set out clear procedures for responding to requests for access to personal information  

• train all staff so that they are aware of their responsibilities and of ASAS’s relevant 
policies and procedures   

3 Responsibilities 

3.1 ASAS as a charity is the Data Controller and the trustees carry ultimate responsibility. The 
Project Manager acts as designated Data Controller and the Project Manager and her deputies 
are the data processors. ASAS has not appointed a Data Protection Officer as none of the criteria 
requiring such an appointment are met. 
 

3.2 The Project Manager is responsible for ensuring compliance with GDPR and this policy within 
the day to day activities of ASAS including ensuring that appropriate training is provided for all 
staff and volunteers.  
 

3.3 All staff are responsible for:  

• Checking that any information that they provide to ASAS in connection with their 
employment is accurate and up to date.  

• Informing ASAS of any changes to information that they have provided, e.g. change of 
address, either at the time of appointment or subsequently. ASAS cannot be held 
responsible for any errors unless the staff member has informed ASAS of such changes.  

• If and when, as part of their responsibilities, staff collect information about other people 
(e.g. opinions about a child’s abilities, references to other organisations, or details of 
personal circumstances), they must comply with the GDPR and this policy. 
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4 Data Security 

4.1 All staff are responsible for ensuring that:  

• Any personal data that they hold is kept securely. 

• Personal information is not disclosed either orally, in writing, via web pages or by any 
other means, accidentally or otherwise, to any unauthorised third party.  

Staff should note that unauthorised disclosure will usually be a disciplinary matter and may be 
considered gross misconduct in some cases.  
 

4.2 Personal information should:  

• Be kept in a locked filing cabinet, drawer, or safe; or  

• If it is computerised, be coded, encrypted or password protected both on a local hard 
drive and on a network drive that is regularly backed up; and  

• If a copy is kept on a removable storage device, that device must itself be kept in a 
locked filing cabinet, drawer, or safe.  

5 Rights to Access Information 

5.1 All staff, parents/carers and other users are entitled to:  

• Know what information the charity holds and processes about them or their child 
and why 

• Know how to gain access to it. 

• Know how to keep it up to date. 

• Know what ASAS is doing to comply with its obligations under the DPA.  

5.2 The Privacy Notice explains how parents, older children and young people and staff and 
volunteers can request a copy of the information we hold on them and how to correct it or 
request deletion. 
 

5.3 ASAS aims to comply with requests for access to personal information as quickly as possible but 
must ensure that it is provided within 28 days, as required by the GDPR. 
 

5.4 As a general guide, a child of 13 or older is expected to be mature enough to make this kind of 
request, although a judgement will need to be made on competence.  
 

6 Consent 

6.1 Like the DPA, the GDPR will require data controllers to have a legitimate reason for processing 

personal data. If they rely on the consent of the data subject, they must be able to demonstrate 

that it was freely given, specific, informed and unambiguous for each purpose for which the 

data is being processed. Consent can be given by a written, including electronic, or oral 

statement. This could include the data subject ticking a box when visiting a website, choosing 
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technical settings for social network accounts or by any other statement or conduct which 

clearly indicates their acceptance of the proposed processing of personal data. Silence, pre-

ticked boxes or inactivity will no longer constitute consent. 

 

6.2 The GDPR introduces a right, under some circumstances, for personal data to be deleted at the 

subjects request if it is no longer required. ASAS stores data with a date when it can legally be 

destroyed. 

 

7 Personal data 

7.1 Definitions of personal data are highly complex, and it is difficult to define categorically.  

7.2 The GDPR’s definition of personal data is now also much broader than under the DPA. Article 4 

states that “‘personal data’ means any information relating to an identified or identifiable 

natural person (‘data subject’)”. It adds that: 

an identifiable natural person is one who can be identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location number, an online 

identifier or to one or more factors specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person. 

7.3 Perhaps the biggest implication of this is that, under certain circumstances, personal data now 

includes online identifiers such as IP addresses and mobile device IDs. Similarly, the GDPR 

introduces the concept of ‘pseudonymous data’ – personal data that has been subjected to 

technological measures (for instance, hashing or encryption). 

7.4 In the context of this policy and ASAS’s requirement to process ‘personal data’ as part of its duty 
of care, 'personal data' may include:  

• reports and feedback to parents/carers on the achievements of their children;  

• staff records, including payroll records;  

• personal information obtained and kept for the purposes of supporting individual 
young people;  

• records of contractors and suppliers.  

7.5 If it is necessary for ASAS to process certain personal data to fulfil its obligations to children and 
their parents or guardians, then consent is not required. However, any information which falls 
under the definition of personal data, and is not otherwise exempt (see below), will remain 
confidential. Data will only be disclosed to third parties with the consent of the appropriate 
individual or under the terms of this policy.  
 

7.6 Sensitive data may include:  

http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf#page=33
http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf#page=33
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• ethnic or racial origin  

• political opinions  

• religious beliefs  

• other beliefs of a similar nature  

• membership of a trade union  

• physical or mental health or condition  

• offence or alleged offence  

• proceedings or court sentence.  

 

7.7 Where sensitive personal data is processed by ASAS, the explicit consent of the appropriate 
individual will be required in writing. 
 

7.8 Sometimes it is necessary to process information about a person’s health, criminal convictions, 
or race. This may be to ensure that ASAS is a safe place for everyone. Because this information is 
considered sensitive under the GDPR, staff (and other individuals where appropriate) will be 
asked to give their explicit consent for ASAS to process this data. An offer of employment may 
be withdrawn if an individual refuses to consent to this without good reason.  
 

8 Exemptions 

8.1 There are exemptions contained in the Act. These may apply to the right of subject access or to 
the duty to comply with one or all of the principles. Examples of exemptions include:  

• crime and taxation  

• parliamentary privilege  

• research, history and statistics  

• confidential references  

• legal professional privilege.  

There are other exemptions under the Act.  
 

9 Security Breaches 

9.1 Under the GDPR, all data breaches must be reported to the Information Commissioners Office 
within 72hours of the incident being noted. 
 

9.2 Furthermore, data subjects should be notified without undue delay if the personal data breach 
is likely to result in a high risk to their rights and freedoms to allow them to take the necessary 
precautions.  
 

10 Feedback and Complaints 

10.1 We welcome any comments or suggestions you may have about the policy. If you want to make 
any comments about this policy or if you require further assistance or wish to make a complaint 
then initially this should be addressed to: Aireborough Scheme, Charity Chairperson, Farnhill, 
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Kelcliffe Lane, Guiseley, Leeds, LS20 9DE 
 

11 Review 

11.1 This policy will be reviewed as it is deemed appropriate to reflect best practice or amendments 
made to the GDPR, but no less frequently than every 2 years. The policy review will be 
undertaken by the Committee or nominated representative and will be approved by the 
Committee.  
 

12 Information Commissioner’s Office 

12.1 If you are not satisfied with the assistance that you get or if we have not been able to resolve 
your complaint and you feel that a formal complaint needs to be made, then this should be 
addressed to the Information Commissioner’s Office. 

ICO Helpline 0303 123 1113 

Website: https://www.ico.gov.uk . The website has a live chat facility and also an online form to 
report concerns 
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Appendix Title: Data Retention Periods Unique Identifier:  IG_001_A1 

 

Description of data Retention period Status Authority 

 

Children’s records - including 

registers, medication 

administration records and 

accident record books pertaining 

to the children. 

 

A reasonable period of time after 

children have left the provision  

 

Requirement 
 

Statutory Framework for the Early Years Foundation 

Stage (given legal force by Childcare Act 2006) 

 

Until the child reaches the age of 

21 - or until the child reaches the 

age of 24 for child protection 

records 

 

Recommendation 
 

Limitation Act 1980 

 
Normal limitation rules (which mean that an individual 

can claim for negligently caused personal injury up to 3 

years after, or deliberately caused personal injury up to 

6 years after the event) are postponed until a child 

reaches 18 years of age 

 

 

Personnel files and training 

records (including disciplinary 

records and working time records) 

 

6 years after employment 

ceases 

 

Recommendation 
 

Chartered Institute of Personnel and Development 
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DBS check 
 

6 months 
 

Recommendation 
 

DBS Code of Practice 
 

The following basic information should be retained after 

the certificate is destroyed: the date of issue; the name 

of the subject; the type of disclosure; the position for 

which the disclosure was requested; the unique 

reference number; and the details of the recruitment 

decision taken 

 

Wage/salary records (including 

overtime, bonuses and expenses) 

 

6 years 
 

Requirement 
 

Taxes Management Act 1970 

 

Statutory Maternity Pay (SMP) 

records 

 

3 years after the end of the tax 

year to which they relate 

 

Requirement 
 

The Statutory Maternity Pay (General) Regulations 

1986 

 

Statutory Sick Pay (SSP) records 
 

3 years after the end of the tax 

year to which they relate 

 

Requirement 
 

The Statutory Sick Pay (General) Regulations 1982 

 

Income tax and National 

Insurance returns/records 

 

At least 3 years after the end of 

the tax year to which they relate 

 

Requirement 
 

The Income Tax (Employments) Regulations 1993 (as 

amended) 
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Redundancy details, calculations 

of payments, refunds, notification 

to the Secretary of State 

 

6 years after employment ends 
 

Recommendation 
 

Chartered Institute of Personnel and Development 

 

Staff accident records  
 

3 years after the date the record 

was made 

 

Requirement 
 

Social Security (Claims and Payments) Regulations 

1979 

 

Records of any reportable death, 

injury, disease or dangerous 

occurrence 

 

3 years after the date the record 

was made 

 

Requirement 
 

The Reporting of Injuries, Diseases and Dangerous 

Occurrences Regulations 1995 (RIDDOR) (as 

amended) 

 

Accident/medical records as 

specified by the Control of 

Substances Hazardous to Health 

Regulations (COSHH) 

 

40 years from the date of the 

last entry 

 

Requirement 
 

The Control of Substances Hazardous to Health 

Regulations 2002 (COSHH) 

 

Assessments under Health and 

Safety Regulations and records of 

consultations with safety 

representatives and committees 

 

Permanently 
 

Recommendation 
 

Chartered Institute of Personnel and Development 
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Accounting records 
 

6 years for charities 
 

Requirement 
 

Charities Act 2011 

 

Employers’ liability insurance 

records 

 

For as long as possible 
 

Recommendation 
 

Health and Safety Executive 

 

Minutes/minute books 
 

6 years from the date of the 

meeting for Charitable 

Incorporated Organisations 

 

Requirement 
 

The Charitable Incorporated Organisations (General) 

Regulations 2012 

 

 


